Programming Languages
and Techniques
(CIS120)

Bonus Lecture: Lecture 35

Code is Data




Code is Data

M.C. Escher, Drawing Hands, 1948




Code js Data

* AlJava source file is just a sequence of characters.

 We can represent programs with Strings!
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1String p_3 = "class C { public static void main(String args[])
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String p_13 = "class C { public static void main(String args[])
{System.out.println(\"Hello, world!\");}}";

String p_8120120234231231230 = /* TwitterBot! */
"class TwitterBot { public static void main(String args[]) {..}}";

String p_999932490009023002394008234070234 = /* Minecraft! */
"class Minecraft { public static void main(String args[]) {.}}";

String p_99234992342399999324900023428234073450234534 = /* Eclipse! */
"class Eclipse { public static void main(String args[]) {..}}";




Consequence 1: Programs that
manipulate programs

Bootstraps




Interpreters

We can create programs that manipulate programs
An interpreter is a program that executes other programs
interpret ("3 + 4") =7

Example 1: JavaScript
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IDEs and Compilers

o ® .. Java - Quine/src/Quine.java - Eclipse - /Users/stevez/Classes/cis120/workspaces/workspace20...

Example 2: Eclipse S e e T o

[l & & sava
- ECI I pse ma n I p u I ates a % 1 = 0 |J] Quine.java 223 ' |J] QuineO.java |J] C.java = 08
H =B= - public class Quine {
representatlon Of ‘lava » (=5 > ArrayDemo public static void main(String[] args) {
2>L—j§:>ArrayDemoO String[] str = {
prOgra ms > 73 > Chat [works "public class Quine {",
» l=3 > Collections " . . . . . "
> 3 Equality [we puts)llc sgtlc vm? main(String[] args) {",
. . . . . g " trin str = {",
— Eclipse itself is written in Java > e 1§ 6 27N
Id I ‘fL_:-:;‘>GC [worksp " for (int i=0; i<3; i++) { System.out.println(str[i]); }",
—_ 1 P [7%> HashTests [ " for (int i=0; i<10; i++) ",
SO you cou use EC Ipse ’:Zﬁ:zzzgzgpi " { System.out.println((char)34 + str[i] + (char)34 + (¢
to edlt the Code for... ECIIpse?! ?L:’;>HW06 worl " far (int 1= 110 111 f Quctem mii+t nrintinfctrlH1Y 1"
> (> HWO6Test [ & console % O = 0
» (53> HWO7Dev [

No consoles to display at this time.

v

> 75> HWO7Dev2
» (7> Multithreade
» (53> MVC [works
» | :;‘ > Paint [works

Writable Smart Insert 1:1

 Example 3: Compiler

— The Java compiler takes a String
representation of a Java program

— It outputs a “low-level” representation of the program as a .class
file (i.e. Java byte code)

— Can also compile to other representations, e.g. x86 “machine
code”



Example: OCaml native code compiler

ocamlopt lightbulb.native

(* Lightbulb example using checkboxes. *)
;; open Widget _camlLightbulb__mk_state_lightbulb_1253:
;5 open Gctx 00000001000017d0 subq $0x8, %rsp
00000001000017d4 leaq _camlLightbulb__1(%rip), %rbx
(x Make a lightbulb widget controlled by GupooosioogoTies tollq  TeamiWidget__checkbox_1349
: . : — _ 1 __ X_
let mk_state_lightbulb () : widget = 00000001000017e7 movq  %rax, (%rsp)
_ _ 00000001000017eb movq 0x8(%rax), %rdi
let (switch_w, switch_cb) = 00000001000017ef subq $0x20, %rls
Widget.checkbox false "STATE LIGHT" 00000001000017f3 leaq _caml_young_limit(%rip), %rax
00000001000017fa cmpq (%srax), %rilb5
* - - %) 00000001000017fd jb 0x100001840
{etA ;gﬂitgﬁqbt? qngi?y.tzﬁigu}b ) 00000001000017FF leag  0x8(%r15), %rbx
patnt_ g:gctx) - = 0000000100001803 movqg  $0xcf7, -0x8(%rbx)
let g_new = Gctx.with_color g 000000010000180b leaq  _camlLightbulb__paint_bulb_125
(if switch_cb.get_value () 0000000100001812 movq %srax, (%rbx)
then Gctx.yellow 0000000100001815 movq $0x3, 0x8(%rbx)
else Gctx.black) in 000000010000181d movq Srdi, 0x10(%rbx)
: 0000000100001821 leaq _camlLightbulb__6(%rip), %rax
. Getx.fill_rect g new (0, 99) (99, 4660000100001828 cally _camlWidget_ canvas 1330
wm 000000010000182d movgq %srsp), %rbx
_ 0000000100001831 movq (%rbx), Srbx
let (bulb, _) = Widget.canvas ([100,100)0000000100001834 movq %rax), %rax
in 0000000100001837 addq $0X8, %rsp
Widoet.hpair bulb switch w 000000010000183b jmp _camlWidget__hpair_1272
dget.hpair bulb switch_ __0000000100001840 callgy _caml call gc
0000000100001845 jmp 0x1000017ef

0000000100001847 nopw %rax,%rax)



Example: OCaml byte code

lightbulb.byte

lightbulb.ml

(* Lightbulb example using checkboxes. *)
;5 open Widget

;5 open Gctx

(* Make a lightbulb widget controlled IL1: 7 "lightbulb.ml" 1310-1316
let mk_state_lightbulb () : widgel = -

let (switch_w, switch_cb) =
Widget.checkbox false "S
(function(e){"use strict";var
(* A function to c6="%Li",c7=" : flags Open_text and Open_binary are not
let paint_bulb ( pal",X=16777215,dK="@[",d1="function",dx=", characters % 957-1117
let g new = GC g, cannot print stack backtrace)\n",c4=246,bG=512,dj="E
(1f sw du="~",c2="/static/",ax=100,I="0",t=248,c1l="Not_found",
t?en 't.ml",dg="Division_by_zero",dG=">",dd=480,de=-34,df="Sy
eLse 143,cZ=252,da=200,bE=127,c$="Unix",dE="@{",ae=" ",bF="e" [,
_ Getx. fLll_r not compatible",dC="(["/]*)",an="-",dr="Lwt.%s",bD="na 1028-1039
in ,dB=" : file already exists",dm="Assert_failure",R="/",
bT(d,e,c){var
let (bUlb, _) = ‘b:new
wmn _ Array(c);for(var ' -
Widget.hpair b g=0;a<c;a++)b[a]=d[e+a];return b}function 1058-1068
T bS (b, d,a){var
e=String.fromCharCode; if(d==0&&a<=4096&8&a==b. length)ret
f=c;for(;0<a;d+=aK,a-=aK)f+=e.apply(null,bT(b,d,Math.mi
aN(b){if(e.Uint8Array)var
c=new(e.Uint8Array)(b.1l);else

lobal Pervasives!
inlAd Q1



Example Compilation: Java to X86

.globl __fun__Point.move
__fun__Point.move:
pushl %ebp
. movl %esp, %ebp
C-I- ass PO-I. nt { subl $4, %esp

-I. nt X ; movl 8(%ebp), %eax
%eax),

int y; ot —
Point int '
S WHAT IFI'TOLD YOU
X = X + dx; M’f ﬁg
y =Yy + dy; IN

return this;

)
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| WRITTENINJAVA %



How Could That Work?




Bootstrap Process

Implement, by hand in assembly, a

compiler for a low-level language
like C

executable*

* Actually, you first need to write an “assembler” in machine code by hand. These slides conflate "assembly" with "machine code” to
keep the story a bit simpler...



Bootstrap Process

Write, in C, a Java-to-Assembly
compiler

C source code

executable



Bootstrap Process

Use the C compiler to compile the
Java compiler, yielding a Java

compiler executable

IIJavall IIAsmH
(C source)

C source code

executable



Bootstrap Process

@ Write a Java compiler in Java

Java source code

executable




Bootstrap Process

Use the (C source) Java compiler to
compile the Java compiler (Java

source) implementation

llJavall llAsmll
(Java source)

"Java" Asm"

Java source code (C source)
Asm

executable



Bootstrap Process

Throw all the earlier stuff away and use
the Java compiler executable (derived

from Java source) from now on

llJavall llAsmll
Java source)

Asm

executable
Java source code




Bootstrap Process

Profit! Compile Java programs to Asm!

.globl __fun__Point.move

_ fun__Point.move:

class Point {
int x;
int y;
Point move(int dx, int dy) { subl $4, %esp
X = X + dx; _s:
y=y+ dy’ movl 8(%ebp), %eax
return this;

)

pushl %ebp

movl %esp, %ebp

movl 4(%eax), %eax

movl %eax, -4(%ebp)

}

movl 12(%ebp), %ecx
addl %ecx, -4(%ebp)
movl -4(%ebp), %ecx
movl 8(%ebp), %eax
movl %ecx, 4(%eax)
movl 8(%ebp), %eax
movl 0(%eax), %eax
movl %eax, -4(%ebp)

movl 16(%ebp), %ecx

addl %ecx, -4(%ebp)
movl -4(%ebp), %ecx

movl 8(%ebp), %eax




Consequence 2: Malware

Rene Magritte, The Human Condition, 1933




Consequence 2: Malware

 Why does Java do array bounds checking?

Unsafe language like C and C++ don’t do that checking;

— They will happily let you write a program that “writes past”

the end of an array.

e Result:

— viruses, worms, “jailbreaking”
mobile phones, Spam, botnets, ...

Fundamental
issue:

— Code is data

00
I} €« @

Keri.Day@seas.upenn.€
To: Stephanie Weirich
How to make money onli

spamfolder

=

March 1, 2016 at 4:59 AM

&%/Books

[

v



Consider this C Program

void m(Q) { Notes:
char[] buffer = new char[2]; - C doesn’t check array bounds
- Unlike Java, it stores arrays
char c = read(Q); directly on the stack
int 1 = 0; - What could possibly go wrong?

while (c != -1) {
buffer[i] = c;
c = read();
1++;

}

process(buffer);

}

void main() {
mC);

// do some more stuff

}




Abstract Stack Machine

“Stack Smashing Attack”




Abstract Stack Machine

Workspace Stack

m Q;

// do some more stuff

Call to main() to start the program...




Abstract Stack Machine

Workspace

Stack

char[2] buffer;

char ¢ = read(Q);

int 1 = 0;

while (c !'= -1) {
buffer[i] = c;
c = read();
1++;

¥

process(buffer);

7} do some more stuff

Push the saved workspace, run m()




Abstract Stack Machine

Workspace

char ¢ = read();

int 1 = 0;

while (c !'= -1) {
buffer[i] = c;
c = read();
1++;

}

process(buffer);

Stack

7} do some more stuff

buffer [E]

Allocate space for buffer on the stack.



Abstract Stack Machine

Workspace

int 1 = 0;

while (c !'= -1) {
buffer[i] = c;
c = read();
1++;

}

process(buffer);

Stack

7} do some more stuff

Allocate space for c.

Read the first user input...




Abstract Stack Machine

Workspace

while (c !'= -1) {
buffer[i] = c¢;
c = read();
1++;

I3

process(buffer);

Stack

7} do some more stuff

Allocate space for i.




Abstract Stack Machine

Workspace

while (c !'= -1) {
buffer[i] = ¢;
c = read();
1++;

}

process(buffer);

Stack

7} do some more stuff

Copy (contents of) c to buffer[0]




Abstract Stack Machine

Workspace

while (c !'= -1) {
buffer[i] = c;
c = read();
1++;

}

process(buffer);

Stack

7} do some more stuff

Read next character ...y’




Abstract Stack Machine

Workspace

while (c !'= -1) {
buffer[i] = c;
c = read();

1++;

}

process(buffer);

Stack

7} do some more stuff

Increment i




Abstract Stack Machine

Workspace

while (c !'= -1) {
buffer[i] = ¢;
c = read();
1++;

}

process(buffer);

Stack

Copy (contents of) c to buffer[1]




Abstract Stack Machine

Workspace

while (c !'= -1) {
buffer[i] = c;
c = read();
1++;

}

process(buffer);

Stack

7} do some more stuff

Read next character ... 'N'




Abstract Stack Machine

Workspace

while (c !'= -1) {
buffer[i] = c;
c = read();

1++;

}

process(buffer);

Stack

7} do some more stuff

Increment i




Abstract Stack Machine

Workspace

while (c !'= -1) {
buffer[i] = ¢;
c = read();
1++;

}

process(buffer);

Stack

N @o some more stuff

Copy (contents of) c to buffer[2] ?!?

Overwrites the saved workspace!?

buffer
C
1 PUT-3'CHARACTERS IN ARRAY.

WITH2 §I_.'0|'I".S'?

o‘“
o )
il |}
J by




Abstract Stack Machine

Workspace Stack
while (c != -1) { .
buffer[i] = c; N do some more stuff
c = read(); -
1++;
by
process(buffer);

Keep going... read '0'...



Abstract Stack Machine

Workspace Stack
while (c != -1) { .
buffer[i] = c; N do some more stuff
c = read(); -
1++;
by
process(buffer);

Keep going... read 'o0'...increment i...



Abstract Stack Machine

Workspace

while (c !'= -1 { |
buffer[i] = c;
c = read();
1++;

}

process(buffer);

Keep going... read 'o'...increment i...write '0' into saved workspace...



Abstract Stack Machine

Workspace Stack
Now I pwn U!!!!
o
O buffer
c o
O i

Later...



Abstract Stack Machine

Workspace Stack

Now I pwn U!'!!!

The stack smashing attack succe
code into the program's workspace...

'Cod

The Top Five Cyber Security Buffer overflows are

Vulnerabilities the top software
- security vulnerability

of the past 25 years

PART, e \
o) <
S ON MAR 11, 13 * BY CHRIS BUBINAS * WITH 2
S
!

wrote arbitrary

........

s this a big deal? eBuzz

POSTED IN GENERA

COMMENTS
UNITED STATES COMPUTER EMERGENCY READINESS TEAM

In a report analyzing the entire CVE and NVD

databases, which date back to 1988, Sourcefire

Yep



Other Code Injection Attacks

void registerStudent() {

print("Welcome to student registration.");

print("Please enter your name:");

String name

= readLine();
evalSQL("INSERT INTO Students('" + name + "')" );

} "INSERT INTO Students('Robert'); DROP TABLE Students;

R

+ "Robert’); DROP TABLE Students;

STy )"

HI, THIS 15

YOUR SON'S SCHOOL.

WERE HAVING SOME
(OMPUTER TROUBLE.

1l

J

OH, DEAR - DID HE
BREAK SOMETHING?

IN A WAY

i

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Studerts;-~ 7

~OH.YES LUITTLE
RBOBBY TABRLES,
WE CALL HIM.

http://xkcd.com/327/




Consequence 3: Undecidability




Undecidability Theorem

Theorem: It is impossible to write a method

boolean halts(String prog)
such that, for any valid Java program P represented as
a string p_P,

halts(p_P)

returns true exactly when the program P halts and
false otherwise.

Alonzo Church, April 1936 Alan Turing, May 1936




Halt Detector

e Suppose we could write such a program:

class HaltDetector {
public static boolean halts(String javaProgram) {
// ...do some super-clever analysis...
// return true if javaProgram halts
// return false if javaProgram does not halt

}

}

* A correctimplementation of HaltDetector.halts(p) always
returns either true or false

— i.e., it never raises an exception or loops

« HaltDetector.halts(p) = true means “p halts”
» HaltDetector.halts(p) = false means “p loops forever”



Do these methods halt?

boolean m(){ return false; }
= YES

boolean m(){ while (true) {} }
= NO

boolean m() {
if ("abc".length() == 3 ) return true;
else return mQ);

}
= YES




Does this method halt for a/l n?

boolean m (int n) {
1f (n<=1) return true;
else 1f ((n%2) = @) return m (n/2);
else return m (3*n + 1);

¥

Assuming infinite amount of stack space and

arbitrarily large integers, it is unknown whether
this program halts for all n >= 11

Collatz Conjecture (proposed in 1937, still open)!




Consider this Program (let’s call it Q):

class HaltDetector {
public static boolean halts(String javaProgram) {
// ...do some super-clever analysis...
// return true if javaProgram halts
// return false if javaProgram does not

¥
¥

class Main {
public static void QO {
String p_Q = 777; // string representing Q
if (HaltDetector.halts(p_Q)) {
while (true) {} // infinite loop!
}
}
¥




What happens when we run Q?

public static void Q) {
String p_Q = ??7; // string representing Q
if (HaltDetector.halts(p_Q)) {
while (true) {} // infinite loop!

¥
h

if HaltDetector.halts(p_Q) = true then Qloops (infinitely)
if HaltDetector.halts(p_Q) = false then Q halts

Contradiction!

- Russell’s Paradox (1901)

- Godel’s Incompleteness
Theorem (1931)

- Both rely on self reference

| :I’

Bertrand Russell, 1901  Kurt Godel, 1931



Potential Hole in the Proof

What about the ??? in the program Q?
It is supposed to be a String representing the program Q itself.
How can that be possible?

Answer: code is data!

— And: there's more than

one representation

YO, T™M M.C. QUNE
for the same data. AND TV HERE DS,

“yo, IM M.C. QUINE
AND TM HERE. TO SAY!"

See Quine.java L




Profound Consequences

The “halting problem” is undecidable

— There are problems that cannot be solved by a computer program!
— See https://www.youtube.com/watch?v=92WHN-pAFCs for a nice video...

Rice’s Theorem:

— Every “interesting” property about computer programs is undecidable!
— e.g., you can't test whether two functions have "equal behavior"

You can’t write a perfect virus detector!
(whether a program is a virus is certainly interesting)

1. virus detector might go into an infinite loop
2. it gives you false positives (i.e. says something is a virus when it isn’t)
3. it gives you false negatives (i.e. it says a program is not a virus when it is)

Also: You can’t write a perfect autograder!
(whether a program is correct is certainly interesting)



https://www.youtube.com/watch%3Fv=92WHN-pAFCs

Recommended Courses

Bootstraps 4 |

* Programs that
manipulate Programs

— CIS 341: Compilers and
interpreters
 Malware
— CIS 331: Intro to
Networks and Security
* Undecidability

— CIS 262: Automata,
Computability and
Complexity
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